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Developing and Reviewing this Policy

This Online Safety Policy has been written as part of a consultation
process involving the following people: Miss M Rawlinson-White (Online
Safety Campion and Computing Subject Leader) and Mrs Brooks
(Headteacher and DSL).

The implementation of this policy will be monitored by Miss M Rawlinson-
White and Mrs Brooks.

This policy will be reviewed as appropriate by Miss M Rawlinson-White and
Mrs Brooks.
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1. Intfroduction
This policy applies to all members of the St Hubert’'s community, including
staff, pupils, parents/carers, visitors and school community users. Research
has proven that use of technology brings enormous benefits to learning
and teaching. However, as with many developments in the modern age,
it also brings an element of risk. Whilst it is unrealistic to eliminate all risks
associated with technology, the implementation of an effective Online
Safety Policy will help children to develop the skills and confidence to
manage potential risks and considerably reduce theirimpact.

Our Online Safety Policy, as part of the wider safeguarding agenda,
outlines how we will ensure that our school community are prepared to
deal with the safety challenges that the use of technology brings.

The policy is organised in 4 main sections:
= Policies and Practices

= Infrastructure and Technology

» Education and Training

= Standards and Inspection.

2. Vision for Online Safety
St Hubert's RC Primary School aims to provide a diverse, balanced and
relevant approach to the use of technology where the children have the
opportunity to learn in an environment where security measures are
balanced appropriately in order for children to be able to learn
effectively. We aim to equip the children with the skills and knowledge to
use technology appropriately and raise awareness of the risks of
technology both inside and outside the school community. We feel it is
essential that children have strategies to deal with these risks. As a school
we recognise the need for an effective e-safety policy.

3. The role of the school’s Online Safety Champion
The Online Safety Champion for St Hubert's RC Primary School is Miss M
Rawlinson-White.
The role of the Online Safety Champion in our school includes:
= To have operational responsibility for ensuring the development,
maintenance and review of the schools Online Safety Policy and
associated documents, including Acceptable Use Policies.
= Ensure that the policy is implemented and that compliance with the
policy is actively monitored.
= Ensure all staff are aware of our reporting procedures and requirements,
should an Online Safety incident occur.
= Keeping personally up to date with Online Safety issues and guidance
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through licison with the Lancashire County Council Schools ICT Team and
through advice given by national agencies such as the Child
Exploitation, Child Net and Online Protection Centre (CEOP).

» Providing or arranging Online Safety advice/training for staff,
parents/carers and governors.

= Ensuring the Headteacher, SLT, staff, pupils and governors are updated
as necessary.

= Lidising closely with the school’s Designated Senior Person for E safety J.
Brooks (Head Teacher).

» DSL to ensure a co-ordinated approach across relevant safeguarding
areas.

4. Policies and Practices
Our Online Safety policy should be read in conjunction with the following
other related policies and documents:
= St Hubert's Child Protection and Safeguarding Policy
* Mobile Phone Policy
= AUP Policy (Page 15)
» EVC Policy
4.1 Security and Data Management In line with the requirements of the
Data Protection Act (1998), sensitive or personal data is recorded,
processed, transferred and made available for access in school.
This data must be:
= Accurate
= Secure
= Fairly and lawfully processed.
= Processed for limited purposes.
» Processed in accordance with the data subject’s rights.
» Adequate, relevant and not excessive.
» Kept no longer than is necessary.
= Only fransferred to others with adequate protection.
At St Hubert's, data is kept secure, and all staff are informed as to what
they can/cannot do with regard to data in the following ways: Within
school there are 2 different networks — administration and curriculum.

Admin network -

= Password protected at the appropriate level for the necessary members
of staff to access.

= Passwords regularly changed.

= Within access to the computer programs password protected again at
the most appropriate level to the seniority of the staff.

= Data transferred securely to other schools.

Believe to Achieve: Love God, Lgve Learning, Love One Another




Curriculum network -

= Curriculum computers managed by a domain server.

= All staff have individual log ins to access the computer which allow
access only to their personal folder and folders with shared access.

= Class log in which enable children to save in their class folder but
prevent children from changing settings within control panel.

= Administrators log in — Access by technician (Mr Rawat), bursar (Mrs Fox)
and the Head Teacher (Mrs Brooks) only.

4.2 Use of mobile devices
At St Hubert’'s we recognise the use of mobile devices offers a range of
opportunities to extend children’s learning. However, the following
statements must be considered when using these devices:
= School Laptops need to be signed for when allocated to a member of
staff and returned to school when the member of staff leaves/changes
position.
= All school laptops will be set up in the same way by the ICT Technician,
Mr Rawat.
= Any software required by the member of staff will be installed by the ICT
technician, Mr Rawat.
» No other additional software should be installed unless permission is given
by SLT.
= Any problems/errors with a laptop and it should be returned to school
and ticketed to the ICT technician.
» Laptops may not be used for personal access to Social Networking, Chat
Rooms or instant messaging.
= Use of laptops at home follow the same conditions as internet usage in
school.
Cameras
To protect all staff no personal cameras or cameras on mobile phones
should be used in school or on educational visits fo take photos of
children.
All pictures on school cameras / Ipads should be downloaded onto the
school network.
School laptops/ tablets
Any digital equipment must be signed out in a book kept in the office and
the rules above apply.

4.3 Use of digital media
Various forms of digital media offer substantial benefits to education but
equally present schools with challenges particularly regarding posting or
sharing media on the Internet, through mobile technologies and Social
Network sites.
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At St Hubert’'s we are aware of the issues surrounding the use of digital
media online. All members of our school understand these issues and
need to follow the school’s guidance below.

= The school seeks consent from parents/carers as to whether their child
may appear in the media.

= A list of children whose photo must not appear on the school website is
circulated among staff.

= Parental/Carers permission is obtained.

» Images of pupils who have left the establishment may be kept on the
school server but are not used in any publications beyond a year after
they have left.

= Staff are aware that full names and personal details will not be used in
any digital media and particularly in association with photographes.

» Parents and Carers are not allowed to take photographs/videos at
events.

= [t is made clear to all staff that photographs and videos are only taken
using school equipment, the children are appropriately dressed and then
are only downloaded onto the school network where only authorised
users can log on and access.

» Parents and Carers are directed to online safety sites where the dangers
of publishing images and videos of pupils or adults on social network or
websites without the consent of the person involved is clearly explained.

4.4 Communication technologies
At St Hubert's the following statements reflect our practice in the use of
email.
Email
The government encourages the use of e-mail as an essential means of
communication. Direct emails can bring significant educational benefits
however the following points need to be addressed.
Staff
= All users have access to the Lancashire Grid for Learning service as the
preferred school email system.
= Only official email addresses should be used to contact staff.
» The Lancashire Grid for Learning filtering service should reduce the
amount of SPAM (Junk Mail) received on school email accounts.
= Any incidents of SPAM should be reported to the Westfield Centre.
= All users are aware of the risks of accessing content including SPAM,
unsuitable materials and viruses from external email accounts, e.g.
Hotmail or Gmail, in school.
= All users are aware that email is covered by The Data Protection Act
(1988) and the Freedom of Information Act (2000), meaning that safe
practice should be followed in respect of record keeping and security.
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= All users are aware that all email communications may be monitored at
any fime in accordance with the Acceptable Use Policy.

= All users must immediately report any email that makes them feel
uncomfortable, is offensive, threatening or bullying in nature.

Social Networks:

These communication tools are, by default, ‘blocked’ through the internet
filtering system for direct use in Lancashire schools. Therefore, staff and
children are unable to access through the school network. The latest
document ‘Keeping children safe in education’ is available to view -
Keeping children safe in education.

Lancashire County Council Guidance relating to the use of social
networking sites is as follows: Where information can easily reach a wider
audience than might have originally been intended, in certain
circumstances, the conduct of the employee might also be deemed to
have damaged the reputation of the school and the trust and
confidence in the school that parents and the community can reasonably
expect. Therefore, the authority’s advice to staff is that they should be
very careful in how they communicate with pupils via the use of
technology and in terms of what they elect to share about themselves
through internet-based networking sites such as Facebook and Twitter. In
our school the following statements outline what we consider to be
acceptable and unacceptable use of Social Network sites:

The main points being -

= Staff should not give their personal contact details to children or young
people, including their mobile number, details of any blogs or personal
website.

 Infernet or web-based communication channels should not be used to
send personal messages to a child/young person.

= Social networking sites are not to be used by children or adults within
school.

= Ensure that if a social networking site is used outside of the workplace,
details are not shared with children and young people and privacy
settings are set at maximum.

» Laptop and other handheld devices which are borrowed or loaned out
to members of staff should not be used to access social networking sites
for a personal nature.

= Inappropriate comments about the workplace are not posted.

= Adults must not communicate with pupils using any digital technology
where the content of the communication maybe considered
inappropriate or misinterpreted.

= Pupils must not be added as “friends” on any Social Network site.

= Twitter may be accessed on the admin network and must only accessed
by Headteacher, SLT, DSL for online safety or the Online Safety Champion.
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At St Hubert's, staff may use Class Dojo as a means of sharing and
communicating information with parents. This function is only to be used
by staff in school. No pictures of children should be shared from Class Dojo
and messages should be kept professional. If picture(s) of children’s work is
shared, staff should ensure that the work is anonymous to protect the child
and his/her identity. See our communications policy for further
information.

Mobile

Mobile phone use and ownership by young people is growing. St Hubert’s
does not permit children to have mobiles in school without written
permission and they should be switched off at all fimes and locked away
by a staff member. The following risks are made clear to pupils when using
mobiles outside of school -

= Exposure to inappropriate material

» Physical danger

= Cyberbullying

= Legal, financial and commercial considerations (ref Becta Signposts to
safety)

Staff are made aware of the risks of unfiltered internet content when
accessing through a mobile phone and the apps which can access
personal details on phones.

At St Hubert's the following statements outline what we consider to be
acceptable and unacceptable use of Mobile telephones:

Staff

- Keep personal phone numbers private and personal mobile phones
should not be given to parents.

- Personal mobiles should not be used to contact pupils or parents, except
in an emergency when the mobile number needs to be withheld.

- Pictures and videos are not to be taken using personal mobile phones,
on the school premises.

Instant Messaging

At St Hubert'’s, the following statements outline what we consider to be
acceptable and unacceptable use of Instant Messaging:

» The use of Instant messaging (e.g. MSN messenger) is not permitted.

= Use of social-networking websites (e.g. Twitter, MySpace, Facebook,
Instagram, Piczo, etc.) is not permitted.

= Children and staff must not access public or unregulated chat roomes.
« Children may access web-based games/activities. This may involve
playing against users from other schools but should not extend to
communication with other users.
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Instant Messaging is only appropriate in school when part of a Video
Conferencing session through Zoom where images are transmitted
through a webcam through a secure link.

Sexting

Sexting can be defined as the activity of sending text messages that are
about sex or intended to sexually excite someone. This is not appropriate
for school and any instance of this between children will be treated as an
online safety/child protection incident and will be dealt with by the Online
Safety Champion (Miss Rawlinson-White) and Child Protection Lead (Mrs
Brooks) in school.

Web sites and other online publications

Content of School Website-

= Publication of information on a website should be considered from a
security point of view.

» The point of content on the web site should be the school address,
school e-mail and telephone number.

= Staff or pupils’ home information will not be published.

» Web site photographs that include pupils will be selected carefully and
will only be used if parents have given permission.

= Pupils’ full names will not be used anywhere on the Web site, particularly
associated with photographs.

= The website should be subject to frequent checks to ensure that no
material has been inadvertently posted, which may put children or staff at
risk.

= Copyright and intellectual property rights must be respected.

 When photographs to be used on the website are saved, names of
individuals should not be used as file names. Importance of the Internet
and benefits to education.

= The purpose of the Internet is to raise educational standards to promote
pupil achievement, to support professional work of staff and to enhance
the school's management information and business administration system.
= Access to world-wide educational resources including museums and art
galleries.

» Educational and cultural exchanges between pupils world-wide.

= Staff professional development through access to national
developments educational material and good curriculum practice.

Downloading files and applications
The Internet is a rich source of free files, applications, software, games and
other material that can be downloaded and installed on a computer.
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Whilst some of this material may be useful, much is inappropriate, and
may adversely affect the performance and reliability of school
equipment.

At St Hubert's the following statements outline what we consider to be
acceptable and unacceptable use of Welbsites and other online
publications:

= Staff and pupils are not allowed to download programs from the Internet
or via e-mail programs such as Hotmail onto school computers without
permission from the ICT SL /Technical support officer.

» Emerging technologies will be examined for educational benefit and
downloaded if they are seen to be appropriate for educational use by
the Computing Subject Leader or technician.

Video conferencing

Video Conferencing is a valuable tool bringing the outside world into the
classroom.

At St Hubert's the following statements outline what we consider to be
acceptable and unacceptable use of Video conferencing: Parents’
carers will have signed a consent form enabling their child to participate
in video conferencing sessions.

 Headteacher to approve video conferencing sessions. All session times
should be logged including the date, time and name of the external
organisations taking part.

= Pupils using video conferencing equipment should be supervised at all
times.

= All staff supervising video conferencing equipment should know the
procedures to follow if they are unhappy with the content of a VC session
e.g. how to ‘stop’ or 'hang up' the call.

= Copyright, privacy and Intellectual property Rights IPR legislation will be
breached if images, video or sound are recorded without permission.

= Check whether recordings are repurposed in any other form or media
other than the purpose originally agreed.

4.5 Acceptable Use Policy (AUP)

St Hubert's use Acceptable Use Policies (AUPs) to ensure that all users stay
safe whilst using the internet and other communication technologies.
These policies reflect the technologies, procedures and practice within
our school.

See Appendix for:

Al — Acceptable Use Policies KS1 (Page 22)

A2 — Acceptable Use Policies KS2 (Pages 23-25)

A3 — Acceptable Use Policies Parents (Pages 26-28)
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A4 - Acceptable Use Policies SEN Pupils (Pages 30-33)
AS — Acceptable Use Policies Staff, Governors and Volunteers (Pages 34-
38)

4.6 Deadling with incidents
All incidents should be recorded on CPOMS. This must be audited on a
regular basis by the Headteacher (Mrs Brooks) and the Online Safety
Champion (Miss Rawlinson-White).

lllegal offence

Any suspected illegal material or activity must be brought to the
immediate attention of the Headteacher who must refer this to external
authorities, e.g. Police, CEOP, Internet Watch Foundation (IWF). Never
personally investigate, interfere with or share evidence as you may
inadvertently be committing an illegal offence. It is essential that correct
procedures are followed when preserving evidence to protect those
investigating the incident. Always report potential illegal content to the
Internet Watch Foundation (http://www.iwf.org.uk) . They are licensed to
investigate — schools are nof!

Examples of illegal offences are:

» Accessing child sexual abuse images

= Accessing non-photographic child sexual abuse images

= Accessing criminally obscene adult content

» Incitement to racial hatred More details regarding these categories can
be found on the NSPCC website, Types of abuse.

Online Safety Incidents
» The Headteacher (Mrs Brooks) and the Online Safety Champion (Miss
Rawlinson-White) are responsible for dealing with Online Safety incidents.
= All staff are aware of the types of Online Safety incidents and how to
respond appropriately. E.g. illegal or inappropriate.
o Children are informed of procedures during Online Safety sessions.
o Incidents are always logged on CPOMS.
o Incidents are logged by one of the named people dealing with the
incident (Online Safety Champion, Headteacher)
o Appropriate measures are put in place to respond to incidents and
prevent a recurrence of an incident.
o Parents and external agencies are informed as appropriate.

5. Infrastructure and technology
St Hubert's RC Primary School subscribes to BT Lancashire Education
Service. Lightspeed provides internet content filtering. The filtering service
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offers a high level of protection, but occasionally unsuitable content may
get past the filter service. Sophos Anti-Virus software is included in the
school’s subscription and is installed on all computers and configured to
receive regular updates. Any virus alerts are e-mailed to
bursar@sthuberts.org.uk

Pupil Access:
= Pupils log on to the network using their class username and password.
= Pupils are supervised when using the internet or other online materials.

Passwords:

= Staff are aware of the guidelines in the Lancashire ICT Security
Framework

= All users of the school network have a secure username and password.
The level of access and permission is appropriate to their status.

» The administrator password is known by the SLT, Online Safety Champion
and the school technician. A copy is kept in an envelope in the school
safe.

= Through online safety lessons children are reminded of the importance of
keeping passwords secure.

= Children’s passwords are changed annually. Office admin network
passwords are changed every year.

Software/hardware:

= St Hubert's has legal ownership of all software.

= Software is appropriately licenced, and a file of licences are kept in the
ICT storeroom.

= Equipment and software is audited. Equipment is recorded in the school
record log which is on the protected server. All staff have a list of software
on computers.

= The Online Safety Champion and technician control what software is
installed on the schools’ systems.

» St Hubert’'s have purchased and manage licenses for the software used
online.

Managing the network and technical support:

= Servers, wireless systems and cabling is securely located and physical
access is restricted.

= All wireless devices go through the school’s proxy server.

= Wireless devices are only accessible through a secure password.

» The ICT technician is responsible for managing the security of the school
network.

= Safety and Security of the school network is reviewed annually or more
frequently if issues occur.

= Group policies are distributed from the server to keep children safe.
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= Computers and laptops are kept up to date with updates and patches
rolled out from the server.

= The ICT Technician periodically ensures updates have taken place.

= Staff and pupils are required to log or lock out of a computer when left
unattended.

= Only the administrator is allowed to download executable files or install
software.

= Breaches or security or suspicion of breaches of security are reported to
the Online Safety Champion and recorded in a folder in office.
 Removable storage devices may be used by school staff and visitors as
long as they use SOPHOS to scan device before opening folders.

= External technical support providers are aware of the schools’
requirements and standards regarding e-safety.

» The Computing Subject Leader and Online Safety Champion is
responsible for liaising with technical support staff.

Filtering and virus protection:

= Staff report websites which need blocking or unblocking to Online Safety
Champion

= Staff report suspected or actual computer virus to Online Safety
Champion

= School laptops automatically update antivirus protection when
connected to the internet.

6. Education and Training

6.1 Online Safety across the curriculum

Acceptable access to the Internet.

It is necessary to develop good practice when accessing the Internet and
develop it as a tool for teaching and learning. The quantity of information
needs to be cut down by guiding pupils to appropriate web sites rather
than suggesting use of the whole Web.

» The school Internet access will be filtered with a service known as Smart
Filter.

= Pupils will be taught what is acceptable and what is not acceptable and
given clear objectives for Internet use.

= Children will be taught the principles of effective searching as part of
their core digital literacy skills development.

= Staff should guide pupils in on-line activities that will support the learning
outcomes planned for the pupils’ age and maturity.

» Planned unit of Online Safety is taught in each year group and linked to
other subjects where appropriate. Within this, children are made aware of
the relevant legislation when using the internet (appropriate to age
group) e.g. data protection Act 1998 and copyright implications. Children
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are taught that web-based resources have similar copyright status as
printed and recorded materials such as books, films and music, and that
this must be taken into consideration when using them.

= This unit also covers cyberbullying and the impact it can have. PSHE is
used to address any issues throughout the year and children are provided
with strategies and points of contact if they need help.

= There is an additional focus on E Safety during the National Online Safety
Awareness Week Online Safety education is differentiated for pupils with
SEN by using the most appropriate materials to meet their needs.

= Children are taught to critically evaluate materials and sources of
information on the internet so research skills can be used effectively across
the curriculum.

= Children are taught about the need to stay safe at school and how to
stay responsible outside school.

6.2 Online Safety — Raising staff awareness

» Online Safety Champion has received recent Online Safety training.

= All staff are expected to promote and model responsible use of ICT and
digital resources.

» The safety policy is discussed with all new staff to ensure they understand
the content and the procedures in place.

» Updates on the Online Safety policy are discussed at staff meetings.

6.3 Online Safety — Raising parents/carers awareness

“Parents often either underestimate or do not realise how often children
and young people come across potentially harmful and inappropriate
material on the internet and are often unsure about what they would do
about it.” (Byron Report, 2008).

= School newsletters and website provide information on the benefits and
risks of using various technologies.

= School promotes external e-safety resources and online materials.

» School uses Dojo and Twitter to communicate with parents and raise
awareness of Online Safety.

6.4 Online Safety — Raising Governors’ awareness

Governors are kept up to date through reports at governor meetings and
through a governor with specific responsibilities for ICT.

The Online Safety policy is reviewed by the governing body.
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7 Inappropriate use of Artificial Intelligence
Use of Artificial Intelligence, misinformation, disinformation, fake, news,
conspiracy theories:

We recognise the valuable potential artificial intelligence (Al), including
generative Al, holds for schools. These include customising learning
experiences, preparing high quality resources quickly and supporting
educational innovation/creativity.

We are aware of the risk posed by Al. These include data protection
breaches, copyright issues, ethical complaints, safeguarding and
compliance with wider legal obligations.

Staff:

Whatever tools or resources are used to support appropriate working
practices in school, the quality, safety and content of the final
document/image/presentation/lesson aid etc. remains the professional
responsibility of the person who produced it.

Pupils:

Currently, children at our school do not have access to Al software. At
home parents/carers are responsible for the safe/appropriate use of Al
tools.

Schol is committed to ensuring pupils develop the right skills to make the
best use of Al as they move through the education system. The following
topics are examples of content taught to the children which already
supports their future learning/use of Al.

e Creating and using digital content safely and responsibly

e The limitations, reliability and potential bias of the internet

e How information on the internet is organised and ranked

e Online safety lessons to protect themselves against harmful and

misleading content

7. Standards and inspection
The children will be knowledgeable about how to stay safe online and
understand who to talk/report to if there is a problem. Parents are aware
of where to get support and the dangers their children face in a digital
world and measures; they can put in place to reduce the risks.
E-Safety incidents are recorded by staff and monitored by the
Headteacher (Mrs Brooks) and the Online Safety Champion (Miss
Rawlinson-White). Policies and procedures are reviewed in light of any
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incidents. In the event of a serious incident, schools should contact
Lancashire’s Schools Safeguarding Officer on 01772 531196.

Any incidents are recorded are monitored to see if there is any recurring
pattern or whether they are a one off.

Staff recognise the importance of staying safe online and model this.
AUP’s are reviewed annually with the Online Safety policy reviewed
biannually.
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Appendix 1 - AUP KS1

St Hubert's RC Primary School <o
Acceptable Use Policy (AUP) for ’
KS1 PUPILS .

My nome is

II. | only USE devices or apps, sites or games if a frusted adult
SQys 30.

| ASK for help if I'm stuck or not sure.

. | TELL o trusted oduit if I'm upset, womied, scared or
confused,

. if1get a FAUNNY FEELING m my tummy, | talk to an odult.

. 1 look out for my FRIENDS aond tell someone # they need help.

. | ENOW peopie oniine aren’t always who they say they are.

. Anything | do online can be shared and might stay online
FOREVER.

. | don't keep SECRETS or do DARES AND CHALLENGES st
because someone tels me | have to.

¥. | don't change CLOTHES in front of o camera.

0.1 aways check before SHARING personal information.

1.1 am KIND and poite to everyone.
My hrusted adults are:

at home

For parents/carers S

1o find cut more about online wofety, you con read 5 Hubent's Al Onine Satety Policy found
on owr website for more aetall on our approoch o onine safety and inks o oher relevont
poicies je.g. Saleguarding Polcy, Behawour Polcy, efc), You con fing support ond onine
siety resources for parents of SHps:/ /’www arcoshee . gov.uk youlreone/ nesd 4o

snow lorine safety
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Appendix 2 — AUP KS2

WE IR MAN IR ¢

DigiSafe

St Hubert’s RC Primary School i Shkshon. snd
Acceptable Use Policy (AUP) for
KS2 PUPILS o LGTL

B IR Wl IS RETEY 1T T GG ey e W o Tan 7o s

1. | learn online — | use the school's ntemeal ond devices lar schoolwork,

homework and ofher oclivilies 10 Barn and hove fun. School inleme! and

devices are moniiored.

2. | ask permission - Whather ol home of «<hool, | only use The cavices apes,
stes and gomes | om alowed 1o, af the imes | om alowed lo,

3. lam creciive online ~ | don'! just! spend lime on apes, siles and games looking
of things rom oiher pacple.

4. | am o Fiend online - | won'! $hare anything that | now another penson
wouldn't want shared or which migh! upse! them. And If | inow o frend i
wormed or neech nElp. | wil remund them 10 1ok 10 an odull, o even 3o # lor
them,

5. 1 om o secwe online learner - | kaap my passwords 10 mysel and rese! them
i anyons finds hem ot Friendds don'! share passwordst

6. | am careful whot | click on - | don'l cick on unexpecied inks o popups, and
only downlood or rshall things when | know il & safe or hat been ogreed by
Inested odulls. Somalimea: odd-ons Can o Monay, 0 i & Imponon! | aways
check for these oo

7. lak for help ¥ | am scared or woried ~ | will 1ok 10 a nusted adult if anything
Upsets me of worties me on on app, dle or gome — it often helps Il | o=t o
furny feeling. | lalk about #t

8. | know ¥ not my foulk I | see or someone sends me something bad - | won't
gt n rouble, bt | musin't shore i, Instead. | will 1ell o rusled odult. If | make
O misiake. | don'! Iry 10 hide # but ask for help,

9. |communicale and collaborate online -~ with peapie | akeady know and hove
me! n regal Me or that g nsted adult knows about,

10.1 know new online Fiends might nol be who they say they ore - | om careful
whien someons wonis 1o be my Fend. Uniess | have met them joce o foce, |
can’t be sure whio they are,

11.1 check with an odull before | mee! an online friend foce 10 foce for the Tn!

lime ond | neveér 0O dlone.

Believe to Achieve: Love God, Love Learning, Love One Another
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12.1 don't do live videos (ivesreams) on my own - and Ghways check T il is
alowed. | check with a rutled adult before | video chal with anybody for the
frs! time.

13.1 keep my body fo myseilfl onfine - | never et Changed or show whot's under
my clothes n ordt of 0 camera. | remember my body is mine and no-one
should tell me what 10 do with it | don'™! send any pholos or viddeos without
checking with @ frusted odult.

14.1s0y no oniline ¥ | need lo - | don'! have 10 do something Js! becouse a end
dares or chalenges me 10 do i, of 10 keep o secrel It | gel aked anything
thot makes me wonied, upset or jus! confusad, | $hvoauld oy no, $op challing
and fed o Inssted odull immeadiatety.

15,1 1ell my parents/carers whot | do online - they might nol inow the app, sile or
game, but they con siil help me when things go wrong, and hey want 1o
mow what I'm doing.

16.1 am privale onfine -~ | Only give oul privale information f o husted adull says
I's okay. This migh! be my oddress, phone number, locofion or anything else
that could identity me or my family and ends; 7 | hun on my locafion, | wil
remember 10 fum it off agon

17.1 am careful whot | share ond profect my online reputalion - | know anything |
do can be shared and might siay online lorever (even on Snapchat or if |
delete i),

18.1 om o rule-follower online - | know IhG! Cpps. sites and games have rules on
how 10 bahave, and some hove oge resinclions. | Ioliow the rules, DIoCk Dulies
and repor! bod behaviowr,

19.1 om not a bully - | A0 Nt posl, make of share unkind, hurtiul or nude
mesages/comments and If | see | happening. | will 1ell my frusted adults,
20.1 am port of o communily - | do nol moke fun of anyone or @xciude theam
Decouwse fhey are dilferen! o me. If | sae anyone doing his. | el o usted

odultl.

21.1 respect people’s work - | only edit or delele my own digital work and only
e words, pictures or videos from other peopie i | have ther permission or if it
8 copyright free or has o Creafive Commons icence

Believe to Achieve: Love God, Lgve Learning, Love One Another
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22.1 am o resecrcher online - | use sofe w=arch 100k approved by my nusted
adulls, | know | con't beleve averyihing | see onling, know wihnch siles 1o frust,
and know how 10 doubie check infoarmation | lind.

i your pareniy/corens want 10 find ou! more they coan read S Mubent’s ful Oniine Safetly
Folicy Tound on our website for more delal on our approach 1o onine safely and inks
1o ofher relevant poicies (e g Safeguarding Poicy, Bahaviowr Polcy, eic). They will clso
have been askad 10 Sgn an AUP for parents.

A A e e e e e e e e e e k T B T~

| have read and understood this AUP Agreement.

If | have any questions, | will speak to a frusted

adult: at school that includes .
Outside school, my trusted adult is :
Name:

Date:

Year group:

Believe to Achieve: Love God, Love Learning, Love One Another
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PARENTS A 4

We ask of chidren, young people ond odulls nvolved in Ihe e of Sf Muben’s R.C.
Primary Schodl 10 sign an Acceplable Use Policy [AUP), which & o document that
outiings how we expec! them 10 behave when hey are oniine, and/or using schoo
nelworks, connechons, inlemeél conneciivity and devices, cloud platforms and social
media [Doth when on schodl ste and outside of school). Your child hos also signed on
AUP in school. Thes wos explained and reod though by 1he clas leocher.

These rules have been wiilten 10 help keep everyone sofe and happy when they ae
onine or using lechnology. Somelimes Mings 9o wiong and people can gel upse!, bt
hess rules Should haln us avoid it when possible and be 1ar 10 averybody.

School systems ond users are profected and monittred by security ond fillering services

10 provide sale occess 10 digild lechnologes. This mears anything on ¢ school device
of using schodl networks/platfiorma/inieme! maoy be viewed by one of the sialf members
who are here 1o keep your chilkdren safe.

We it your children that they should not behave ony differsnily when thay are out of
SChool O Using Ther own device Of home network. What! we el pupils cbout behaviour
and respec! appiies 10 ol members of Ihe school community.

“Treat yourself and others with respect at all times; freat people
in the same way when you are online or on a device as you
would face fo face.”

You can read S! Hubert's Rl Onine Sofety Policy found on our wabslle for more delal
on our cpprooch 10 onine wolety and inks 10 other redevant poicies |e.g. Safeguarding
Policy, Behaviour Policy, eic). i you have any gueshions about this AUP o our approach

1o onine salely, please speck o Mss Filzpalnick on g.Mupaliciko@sthubernts.ong.uk.
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. tundersiand that 5! Hubert's R.C. Pimary uses lechnology as part of the dally e
of the sichod when # & approgricie 10 support fecching & leoming and the
smooi running of the school, and 10 help prepare he childran and young peopie
in Our care for her future lives,

2. | understond that ihe school lakes every resonable precoution 10 keen pupils
wofe and 1o preven! pupih fom occessng incperopriale matedols, including
behaviowr polices ond ogeements, physical ond flechnica monitoring,
educahion and support and web Siering. However, 1he schod caonnot be held
responsible for the nature and conlent of matedols occesead through ihe intamet
and mobie lechnalogies, which con sometimes be upseting.

3. | undensiand that infeme! and device use in school, and wse of schook-owned
devices, networks and cloud platfonms oul of schodl may be subjec! 1o fltering
and moniiading. These should be used in e same manner as when in school

4. | will pramole posifive online safely and mocel sale, resporsible ond podfive
behaviouss in my own we of lechnology. including on soGal media: not sharing
other's imoges of delails without pemission and refraining om posing negative,
hreatening of viclen! comments obou! othens, Including the school siafl,
voluniesn, govemors, Contracion, pupds Or other parents/corers,

5. The mpaoact of social media use & offen fell sirongly in schools, which is why we
expec! certan behoviowrs Fam pupilh when using oCial media, | wil support the
schod's socid meda palicy and not encourage my chid o join any platform
where hey are below the minimum oge,

6. 1 will Tollow the school’s digital images and video polcy, which oullings when | can
cophue and/or share moges/videds, | will not share imoages of other people’s
chidren on social medic ond undensiond that there may be culhural or legal
recsons why this would be nappropricale o éven dangerows, The school
somefimes uies imoages/video of my chid lor intermnal purposes such as recording
attainment, but it will only do 0 putsicly Il | have given my consen! on the relevondt
form,

7. lundersiand that 1o my chid 10 grow up safe onling, 4/he wil need positive input
from school and home, 0 | will ialk 10 my child about onine safely (NB: the recen!
LGIL DigiSafe survey of 40,000 primary and sacondary pupils found that 73% of
pupils trus! her parents on oniine safety, but onty half fak about it with them more
than once o yaar]. Understanding human behaviowr & more haipiul than knowing
how a porficular opp. e o QOrme works.

8. | undersiand Ihat whils! home nehworks are much less sacure Ihan school ones, |
can apply child safely 1elfings 10 my home inteme!, nlemeal Matters provides
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guides 10 help parents do the easly for il The main infeme! sarvice providers in
he UK,

9. lundarstand that It can be hard 1o sfop wiing lechnology sometimes, and | wil
lak about this 1o my children, ond reler 1o he principles of the Digtda 5 A Doy:

10,1 undenstond and supeor! the commilments madke by my Child in the Acceptable
Use Policy [AUF) which s/he has signed, and which hos been send home and |
undérsiand ot o/he will be subjact 10 sanchions if s/he does not Iolow Ihese rules,

111 con find out more about onine safely of S1 Hubert's by reading the il Onine
Safely PFoiicy found on Ihes websile ond con 1ok 10 thew class leacher or ©
member of he S5LT I | have any concems about my child/ren’s use of fechnology.
or cout Ihat of others in the communily, of if | have gueshions about oniine safely

of fechnology use n school.
Flecse note Mot porenls may oo be inlérested n the schodl’s approach 1o the

folowing matern:, which are all covered i sechons within the overall school Onineg
Salely Polcy:

Roles and resporsibiifies of members of the school communily
Education and curkiculom
Handing onine-safely concems and incCidents
ACBons where thave are concerms about o chid
o Sexting and upskrting
s Bulying
Sexudl violence and harasmend
Misuse of school lechnology [devices, systemd, nelworks or plafforma)
Sociol meadio incidenty
Data protection and dala securnty
Appropriate filedng and monitorng
Bechronic communicalion
Emai
SChool webele
Cloud platforms

Digital images and video
Social madic

Device woge

L I
o 0 0
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Please return this slip to $t Hubert's School once completed.
I/'we have read. undersiood and agreed fo this policy.
Signature /s;

Name/s of parent / guardian:

Date:

Believe to Achieve: Love God, Love Learning, Love One Another
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Acceptable Use Policy (AUP) for

SEN PUPILS
(@ 2 &

What | Must do to Keep Safe Online and With Devices

= 4 2

Online means anything connected to the internet. Most devices and

g 2

apps are connected to the internet.

o Acceptable Use Policy (AUP) for o i

SEN PUPILS
B B &

Devices are technology like: computers, laptops, games consoles,

tablets and smart phones.

v ¢ B @

| will only use the devices | am allowed to use.

vV 2 @k O di 2 0

I will ask a trusted adult before | use new websites, games or apps.

ili IncludED St Hubert's RC Primary School DigiSafe

Vi 5y VB
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SEN PUPILS
ver & & @&

| will ask for help if I'm stuck or not sure.

v 4 O M 2

| will be kind and polite to everyone online.

vee ® s s & &

| will tell a trusted adult if | feel worried, scared or nervous when | am
using a device.

o Acceptable Use Policy (AUP) for wTL S e

SEN PUPILS
?
v 69 A %E =

| will tell a trusted adult if | feel sad, angry or embarrassed when | am
using a device.

v @8 kR B @
| will tell a trusted adult if | feel bad or unsafe when | am using a
device.

£l B g

| know people online sometimes tell lies.

“ InclydED st Hubert's RC Primary School DigiSafe
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© A} &7

They might lie about who they are or where they live.

Jo 0

| never have to keep secrets from y trusted adults.

X 3 df @ AEE

I will not change clothes or undress in front of a webcam.

v < @ M Pl

| will always ask a trusted adult before telling anyone my private

g - R e oty
T —

AR rp]
£ _IncludED St Hubert's RC Primary School Digisate
y SEN PUPILS LGfL

Aamy e

information or location.

0@y @0 B —

I know that anything | do or say online might stay there forever.

Rt Ged @

It can be given to my family, my friends or strangers.

B o

This could make me feel sad or embarrassed.

Gy IncludED St Hubert's RC Primary School DigiSafe
' "~ 7 Acceptable Use Policy (AUP) for 0
“ SEN PUPILS LGfL
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e, w

My trusted adults are at school
My trusted adﬂts are at home
Ok

My name is

Believe to Achieve: Love God, Lgve Learning, Love One Another
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Review Date: Sep! 2025

Belleve to Achieve: Love God, Love Learning, Love One Another

Believe to Achieve: Love God, Lgve Learning, Love One Another




What is an AUP?

We otk all chidren, young peaple and adulls invalved in fhe Be of 51 Hoberd™s BC.
Frirnary Schoal 1o sign an Acceplable Lse® Poicy [AUP), which oullinés ow sl fopeec]
Ihem 1o behoes when By ane anlins, andfor wing sichool nebeorks, connaclions,
intedmed cormeclivily and devices, doud platforms and social media [bodh whan on
sehool site aond oulhics of school).

This AUP & reviewsd annudly, and you wil be asked o S0 il vpon Sty 1S e schoal
and &very lime Shanges ans mdade.

Why do we need an AUP?

All shall, govemors and valunbeers have lkega § professional oblgalions, and @ is
irrpera i fhod all parfie: undersfond 1hal anling aaledy s part of sofeguoarding as wel
1% parl al The cumicubern, and if B &everybady's redporniibdily bo uphoeld e school's

appicaches, shralegy and palicy as deloiled in e ull Oolies Solelty Policy. 3 Sehool
Wahsile.

Where can | find out more?

All shall, governos ond volunbess shauld read 51 Huberl's full Online Salely Palicy
lesmabed e cor walbsibe [or more debal on cur aporsach o onine safely amnd links o

alfver redevand policies |eq. Saleguonding Policy, Behoviowr Palcy, eic).

By Frenee carvy duedtiors absoul ihis AP o our aperoeach o andires saofely, please gk
lex Piss Roredinso | riuensdingarn@sinu el orguk

Eelleve to Achieve: Love God, Love Learning, Love One Another
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What am | agreeing to?

1. 1 beve read and vndenteod 51 Huberl's ful Onlne Safely policy and agres 1o
uphald e spirit and letter ol the apooaches eufined there, beth fer my
behaviaw a: an adul and enfarcing the rues for puais/shedents. | will repar any
Breaches of wipicions [By odulls e childen) in ing with The policy without delay.

. Tundenshand it i my duly 1o wupport a whoks-school saleguanding opproach and
wil report any behoviour which | balieve may be noppropriate o conceming in
ary wery 1o e Designaled Saleguarnding Lead [if by a child] or Headieacher il
by an adult] M | Broaks and Mr C Bam sk

. 1 understand fhe responsbilities Bled Tor my rake in the school's Online Selaty
policy (ol please nole thal the ‘ol stall’ sechion opplies ai wel as oy alfwer
calegory] and agres o abide by Hheds,

. Turndeniand thod school mrﬁ'n‘ﬂ ard weery canes ol hesd by wscurily, I'I"ﬂll"l"ll!l'l‘lg
and fileing senices, and thal riy use of wehoal deviess (regardles of fime,
lecalion o intemet conneclion and networksy ploffanrmsintermet folhes
lechnelogies, incldng encrmbed content, is manitered/eaptuned fviswed by
Ihese systerrs andfon relevantfaulborsed slalf members.

. 1 understand fhal | arm a rele medel and will prarmate posiive online safely and
rmodal sofs, respordible and podifive BEaiours By Own use al |E~E|'“l"ﬂ|lﬁ-gl|l',
including wocia meda, e.g. by

o ol haing olhers mooge: o debails wilhou! perrisbon

= refraining hom posting negalive, Threatening or violen! commenits about
alfer, regardies of whether ey are marmbers of the schoal comemurity
& risl.

. el ned conloe ! or alfempd 1o Santact any ﬂll.l[lﬂ ar ba accss their conioc! delails
incheding ther vermarmeyhandles an difleren platforms] i ary way alber than
sehool-appreved and sehoal-manilared ways, which are delailed in the whoal's
Owlinee Sabety Policy. | wil repor arny breash of this by ofher ar alempls by pupis
o dis The sarme ko the heodisacher

. Delals on social media behoviour, the general coplure of digital imaes video
and an my vse of persond devices & shated in the il Online Safety palicy. IF1am
meal sure iF | arn allewed 1o do something in o related 1o sehoal, | wil nob de i

. lunderstand the mperones of upheldng my online reputation, ry proledskond
reputation and that of the school). and | wil do nathing 1o mper sither. Mo
auidarce an this point con be feund in this Onine Bepulalion guidance for
sehools and in 5 Hubert's Online Solety policy - social medio guidones.

. | agree to dways adhere 1o al provisions of the schoal Data Prabection Pelicy,
whether ar et | am on e o wing o scheol devics, ploffarn o nehwork, and will
engure | o nol acsess alierrdi b oocsss, dlore of share ony dolo which | do mol
Feave expreis permision Far. | il prabsct rroy pmmds.fb-gﬂ. ond aifer oot
mever dore cracenliols ond irnmescdialeky lil'ﬂr'lg& potswords camndd r'lﬂlﬁf‘:.' ML M
Ferwlingan il | !.I.I!.[EIEE‘l o Braach.
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Believe to Achieve: Love God, Love Learning, Love One Another




100 wil ol dore schoolrdaled dala on personal devices, slorogs of cloud
pRalorma. USE ke, wherns alowed, will be encryplded, and | wil anly use sale and
appropriclely koersed soltwore, respacting icening, inlellectual property and
eopyright ke el al fimes.

1.0 il e shodl devicss and mnebarorksfintemeal)plalfarms fa vy lechnolagies Tar
sehool busimsss, crvd | wil never use ess bo occess maberial thal is llega o in
any way inoppropiale for an educalion sefing. | will nal allermp! to bypass
security or monilaning and wil look aller devices loanad 1o me.

12,1 will nat suppor ar promode extrernisl argansafions, messoges or individuals, nor
v IR & woice af apportunily b wisil The schodl | sl nal Broeis, dosrikodd of
sand rrolernial thod is consddered afensive or of on esremish nabure By B school

13 lundershand and aepport the cormmmilfmants made by pupilsshedents, porents and
ledives shall, gosemion and voleileens in ther Accepdable ke Poicied and will
repa arvy inkingernents in lins wilh schoal procedunes.

14,1 will Tollaw e guidance in the Onlins Salely Falicy Tor reporing mcidents - |
undeshand the pinciple of saleguarding as o jgiaw’ where my concerm rrighl
complksle the pictuoe. | ove reod e seclionds on honding incidenls and
coneems aboul @ child in general, wefing, up dkifling, Bullying, sexunl violence
and haressment, misuse of lechnokgy ond sociol media,

15 lunderstond ihol Breoch of thie AUF andfor all the school's full Onlne Sofely Paicy
Fesre oy Bod 1o appropdales dall disciplinary achon o temminalion of iy
relafianghip wilh The school and where apgegriole, releral o ihe rebevani
aulfsorilie
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Ta be completad by the user

I heve réad, undesiocd and agread 1o 1his palcy. | undersiond thal il & iy respongibility
I e rgure | resman up he dofde and read and uvncergiond e school's mes) recent onine
safety [ saleguording poiices. | undenhtand Mal failure 1o comply wilth ThE ogresment
could leod o disciplinary action.
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